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RiskPoynt and Barrier Management
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Health & Safety 360°
• Integrated barrier management within ePAS gives 

permitting users visibility into overall cumulative 
risk of a permit-related area

• 360° visibility on SIMOPS (Simultaneous Operation) 
and MOPO (Manual of Permitted Operations) 
clashes by including permit analysis within barrier 
management

• Coupled integration with SAP ensures integration 
with ePAS and RiskPoynt is seamless
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Barrier Management Inside the Platform
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Incalculable cost to 
company reputation

Shareholder 
investment

Impact on
Human Safety

Increasing risk of loss 
to production

Environmental 
catastrophe-in-waiting

Asset Integrity
“The ability for an asset to perform its 

required function efficiently whilst 
safeguarding life and the environment”

Asset Integrity Management
“Ensuring people, systems, efficient 

processes and resources are in place, in
use and fit for purpose”

• Ask – “What a critical asset failure could do today?”

• Barrier Management enables any company to demonstrate control and 
drive efficiencies in their operations

• Visualise risk cumulatively - merge multiple aspects of the operation into 
a single visualisation

Barrier Management
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• Barriers are protective and are categorized in 2 groups. Prevention 
barriers are to the left and escalation and protection are to the right. A 
barrier's function is independent of each other, but a lineup of degraded 
barriers means an increase in major accident hazard (MAH) potential.

What Is a Barrier?
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ePAS – Permit Administration
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Electronic Permit Administration System
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• Improve safety – reduce incidents, increase compliance, and 
create consistency

• Improve efficiency – integration with maintenance, PG 
solutions, and guided workflows route to appropriate users and 
groups for key discussions

• Digital transformation – get rid of paper-based processes and 
integrate with other systems

• Standardization – standardize processes without forcing term 
and role commonality across all sites/regions

ePAS Business Objectives
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RiskPoynt and ePAS Synergy
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Barrier Management & Permit to Work
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• The powerful synergy of an ePAS sign-off link to 
Barrier Management enables Installation 
Managers, Area Authorities and performing 
authorities to easily and readily check the current 
cumulative risk of the planned area of work and 
the overall asset at the following key points:

• At daily planning meeting (Permit Authorization)

• Permit Authorization by the Installation Manager

• At permit issuer

• Permit issued by the area authority

• Permit acceptance by the performing authority

• At shift handover

• Oncoming shift checks the current status of safety barriers 
prior to accepting the transfer of Authority

What Is the Advantage?
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• Limited consideration of plant status outside of the 
permitting operation

• Permit coordinator needs to manually check other systems 
for asset status and operational conditions

• No evidence of stored against the permit process that 
barrier condition has been acknowledged during permit 
planning

• No foresight to adjust permit schedule based on barrier 
conditions into the future

Current State of Play
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• Relevant barrier condition to 
the location of the permit 
reported inside the Permit 
process

• Improved planning with 
look-ahead functions to view 
barrier condition 7 days in 
advance for opportunities to 
reduce MOPO clashes

What Does a 360-View Look Like?
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The Link between RiskPoynt Barrier 
Management and ePAS.

• SIMOPS check against degraded 
operational barriers (safe-guards)

• Live validation of mitigation strategy 
– for example isolation of equipment 
that is actively relied on as part of a 
hazard mitigation. 

• Visualize overall cumulative risk with 
permitting and isolation activities. 

Integrated View
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• Increase area risk when SIMOPS clashes active

Integrated View
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• Isolations are linked directly to mitigation strategies and 
then validated 

Integrated View
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• Permit and Isolation Data visibility within the Barrier Management Solution

Integrated View

SCE Condition

• Approved permits

• Permits pending 
approval

• Status color 
according to 
Performance 
Standard 

SIMOPS

• Tab color according to 
status

• Reason for permit conflict 
with end date

• Pending permit approvals 
included

• Start date of conflict

Permits

Hyperlink to permit in Permit Vision

Area Layout
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• SIMOPS and MOPO clashes visible to the permit officer.

Integrated View
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Workflow Example – Day in the Life
Prometheus ePAS Workflow

Maintenance

Operations

Request Permit 
from Work Order

Accept Permit Perform Work Surrender Permit

Approve permit requests and 
create isolation certificate

Isolate equipment Issue permit Accept surrender De-isolate equipment Closeout

Maintenance Technician
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• The requirement for one or more 
permit(s) arises

• Maintenance has a work request 
(PM, corrective, etc.) with controlled 
elements

• Operations identifies that a permit is 
required for non-maintenance work

• Initiate process from work order 
or ePAS directly (Both can be done 
through a mobile device)

Receive Request for Work (Maintenance)
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• Commence planning object 
(permit to work, isolation 
certificate, risk assessment, 
confined space etc.) using 
configurable templates or 
from scratch

• Outline hazards and controls 
and other requirements

Plan
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• Compare job site to permit

• Have we addressed all hazards 
involved?

• Add additional/missing hazards

• Collaboration 
and feedback

• Photos

Site Review
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• Dynamic levels of approvals 
based on risk, area, work type, 
asset criticality, and more

• Sign off by appropriate parties

• Approved does not mean issued

Approve
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• Work cannot commence until 
permit is issued

• Confirm worker identity and 
qualifications

• Confirm Barrier Condition and 
acknowledge formally

• Permit recipient is approved 
to work; permit is issued

Verify & Issue Permit
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• Review the Barrier Condition based on work area

• ePAS will use the location information to match the CRV 
status

• The time is considered to review SIMOPS and MOPO clashes

• Using the selected Equipment

• Simulate the equipment degrading based on the permit 
workflow (Example – bypass)

• Check Bow Ties for the area validating the equipment forms 
part of a safe-guard. If degrading the equipment increases a 
threat or consequence report back to the user

• Check if the equipment is used on a risk assessment control 
mitigation

• Check the existing status of the equipment

Confirm Barrier Condition
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Demonstration
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ePas and Barrier Management
• Companies that use Barrier Management:

• Lower likelihood of MAH events occurring

• Align to international standards (IOGP)

• Use facts to decide prioritization changes, targeting work on 
equipment that keeps the operator safe

• Broaden communication on operational risks so all personnel 
are aware of the condition of the facility

• Promote and foster a culture of safe operations and inclusion – 
everyone has a part to play in safety

• Measurable success in barrier condition over time

• Safer operations improve production
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Questions?

Thank You!



37

Michael Mostert - Developer & EHS Functional Consultant
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