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RiskPoynt and Barrier Management



| Health & Safety 360°

* Integrated barrier management within ePAS gives
permitting users visibility into overall cumulative
risk of a permit-related area

* 360° visibility on SIMOPS (Simultaneous Operation)
and MOPO (Manual of Permitted Operations)
clashes by including permit analysis within barrier
management

* Coupled integration with SAP ensures integration
with ePAS and RiskPoynt is seamless



I Barrier Management Inside the Platform
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I Barrier Management

e Ask — “What a critical asset failure could do today?”

* Barrier Management enables any company to demonstrate control and
drive efficiencies in their operations

* Visualise risk cumulatively - merge multiple aspects of the operation into
a single visualisation

Shareholder Incalculable cost to Environmental Increasing risk of loss Impact on
investment company reputation catastrophe-in-waiting to production Human Safety

Asset Integrity Asset Integrity Management
“The ability for an assetto performiits “Ensuring people, systems, efficient
required function efficiently whilst processes and resources arein place, in

safeguarding life and the environment” use and fit for purpose”




IWhat Is a Barrier?

e Barriers are protective and are categorized in 2 groups. Prevention
barriers are to the left and escalation and protection are to the right. A
barrier's function is independent of each other, but a lineup of degraded
barriers means an increase in major accident hazard (MAH) potential.
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ePAS - Permit Administration



I Electronic Permit Administration System

Electronic Permit to Work

Streamlined web-based electronic
permitting interface

Isolation Management

Increase efficiency of permit and isolation
management processes

Risk Assessment (HIRA)

Standardize hazard identification and risk
assessment

Audits

Maintain compliance for organization logs
and records in an easily accessible system

CMMS Integration

Integrate workflows with your CMMS to
connect permits to associated work orders

Templates

Increase the efficiency of your permitting
and safety processes with templates

Mobile Permitting

Perform your permitting processes on a
mobile device, online or offline

Configurable Workflows

Set up safety workflows based on your
unique safety processes




I ePAS Business Objectives

* Improve safety — reduce incidents, increase compliance, and
create consistency

* Improve efficiency — integration with maintenance, PG
solutions, and guided workflows route to appropriate users and
groups for key discussions

* Digital transformation — get rid of paper-based processes and
integrate with other systems

* Standardization — standardize processes without forcing term
and role commonality across all sites/regions
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RiskPoynt and ePAS Synergy



I Barrier Management & Permit to Work

|solations
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What Is the Advantage?

* The powerful synergy of an ePAS sign-off link to
Barrier Management enables Installation
Managers, Area Authorities and performing
authorities to easily and readily check the current
cumulative risk of the planned area of work and

the overall asset at the following key points:
e At daily planning meeting (Permit Authorization)
e Permit Authorization by the Installation Manager
* At permitissuer

* Permit issued by the area authority

e Permit acceptance by the performing authority

e At shift handover

* Oncoming shift checks the current status of safety barriers
prior to accepting the transfer of Authority

Iﬂ) RiskPoynt Barrier Model (CRV)

ATHORITY 10 WORK Rt
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I Current State of Play

* Limited consideration of plant status outside of the
permitting operation

* Permit coordinator needs to manually check other systems
for asset status and operational conditions

* No evidence of stored against the permit process that
barrier condition has been acknowledged during permit
planning

* No foresight to adjust permit schedule based on barrier
conditionsinto the future
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IWhat Does a 360-View Look Like?

e Relevant barrier condition to
the location of the permit
reported inside the Permit
process

* Improved planning with
ook-ahead functions to view
oarrier condition 7 days in
advance for opportunities to
reduce MOPO clashes

consequeNnce (severlTy) | QOO




I Integrated View

The Link between RiskPoynt Barrier
Management and ePAS.

* SIMOPS check against degraded
operational barriers (safe-guards)

* Live validation of mitigation strategy
— for example isolation of equipment
that is actively relied on as part of a
hazard mitigation.

e Visualize overall cumulative risk with
permitting and isolation activities.

...:

16



I Integrated View

* Increase area risk when SIMOPS clashes active
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I Integrated View
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I Integrated View

* Permit and Isolation Data visibility within the Barrier Management Solution

SCE Condition
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* Permits pending
approval
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accordingto
Performance
Standard

* Tab color accordingto
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with end date
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I Integrated View

* SIMOPS and MOPO clashes visible to the permit officer.

Change Location

—
PLANNING

Permit Typel Permit Type2 Conflict Criteria
Hot work with Potential Conflict.
Breaking Hot work (High risk) | HOtwork with risk severity 3& | o risk Consult MOPO
coniadnent above severityof 1&2 Matrix.” PS Code | Permit Type Severity I Outcome RAG | PS Code Permit Type Severity Outcome RAG
Potential Conflict. DS001 | Cold Wark 3 &Above PCOD4 | Confined Space Entry All Severity
Breaking Electrical Electrical Energized high-risk Consult MOPO D$S001 Breaking Containment All Severity PCO04 Breaking Containment All Severity
¢ (Enesgized severity 3 & above Matrix” DS001 | Radistion PCO0: | Hot Work 3 BAbove
= DS001 Confined Space Entry Confined Space Entry All Severity
Breaking Any Breaking Contsinment and Potential Conflict. DS001 | Lifting and Hoisting All Severity Breaking Containment All Severity
containment Confined space Confined Space activities within | n/a Consult MOPO DS001 Drilling Well Services “All Severi Hot Work 3 &Above
the same area Matrix.” DS001 Electrical All Severity Confined Space Entry All Severity
" o Ds001 Instruments and Control All Severi Breaking Containment All Severif
*Perdido never had conflicting DS001 | Mechanical Al Severity PCO05__ | Hot Work 3 &Abuvey
Breaking areas between breaking Ds001 Working at Height All Severity PCO07 Breaking Containment All Severity
containment Well Services containment and well services. | n/a DS001 | Confined Space Entry All Severity PCO07 Hot Work 3 &Above
Need to be validated with other ER001 Breaking Containment All Severity AMBER SD1-10 | Breaking Containment All Severity
type of assets —_—
Potential Conflict.
Confined space (Eelzcte;(i:; » g:::l:ed space Risk severity 3 & n/a S:"‘::(" MOPO

G Tipe +
(8 8 N N R _ B _§ § B N _§ § § § § § B § § § § B °R B _§ N _§ B _§ _§ § § _§ B _ R B N N N J |

Hazard Conflicts

Date logic

Yesterday Today
Example of 3 permits

Permit 2
Permit 3

3 permit
clash Today’

Tomorrow

Permit 1

Forecast for 1
day ahead

Risk Ranking

M(S2/PC)

Risk:
High
Medium
Low

Severity = 2
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IWorkflow Example - Day in the Life

Prometheus ePAS Workflow

Maintenance

Maintenance Technician
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I Receive Request for Work (Maintenance)

* The requirement for one or more
permit(s) arises

* Maintenance has a work request
(PM, corrective, etc.) with controlled

elements
* Operations identifies that a permitis =« © o
required for non-maintenance work e —

* Initiate process from work order
or ePAS directly (Both can be done o
through a mobile device)

22



I Plan

* Commence planning object
(permit to work, isolation
certificate, risk assessment,
confined space etc.) using
configurable templates or
from scratch

e Outline hazards and controls
and other requirements

Initial Atmospheric Testing

nnnnnnnn
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I Site Review

 Compare job site to permit

e Have we addressed all hazards

9+
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I nVO Ve . PLANNING APPROVALS  READY FOR ISSUE ISSUED comp > ] @ Copy ~ Notify Approvals
Prometheus Group Local
° ° ° ° Change Location HIRA*
A a I l IOI Ia I I l I S SI I l a 2 a r S Work Categories + Hazards + Controls +
Planning
Working in confined Bad Visibility / Lighting PRl Execution Co
x
spaces. el &=y
Plant & Work Electrical Cable Failure X | Chemicals - Have all relevant MSDS been referenced and made available at 3
° - . - the worksite?
Create ¢ OKCAtETOY o orat Hogards »
o HIRA ' 0wl
Continuous monitoring for hydrocarbon gas to be carried out X
Lack of Oxygen x
Relationships o Continuous monitoring far oxygen content to be carried out X
Noise x
Continuous monitoring for toxic gas to be carried out. X
Documents Pinch point or trapping Hazards x
Good housekeeping practice to be maintained (eg. tools to be kept tidy, o«
9 Initial Atmospheric Testing Poor Lighting X swarf and debris to be removed on completion of work)
Rotating Machinery / Tools X Hatch / grating removal period kept to a minimum x
P Slipping Hazard X Nooneis positioned under a suspended load X
O OS Static spark X Spills of oil and other fluids to be cleared up immediately x
Toxic Gas Fumes Bl O duty personnel functions (Checklist)
9 @ Unguarded Opening X All access and escape routes are identified and kept clear at all times X




I Approve

* Dynamic levels of approvals
based on risk, area, work type,
asset criticality, and more

A 9
(&) oSt v  Michaei osier: ©
© Contractor Documentation Supplied b4

Ll e rrrre—
PLANNING APPROVALS READY FOR ISSUE ISSUED COMPLETE

Prometheus Group Locations
Title Start Date

* Sign off by appropriate parties -

Planning ~ APPROVALS

Plant & Work Work Order Number End Date

° s Permit to Work Approval
* Approved does not mean issued
p p Declaration
& Relationships _ . dentified with the correct
Department/Location Priority
@] Documents [ .
#
Reason
Description of Work
description of work Applicant
Approver
Michael Mostert
Permit Coordinato| m
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I Verifty & Issue Permit

 Work cannot commence until
permit is issued

€ € % eS-config20.na2 pgdev.io/eS/permits/view/2Bab64a9-53c5-4c3b-ab63-e3b0539cf316 # O O &

— m [CONFIG20 | Internal Demo - NA] A ' v Michael Mostert €
PLANNING APPROVALS READY FORISSUE  ISSUED COMPLETE CLOSED > e ®© Copy Notify Approvals ¥

Risk Barrier Summary

* Confirm worker identity and
qualifications

Planning

* Confirm Barrier Condition and = — | e F

Documents

Ps.- protection Systems -

acknowledge formally rp— s 2

ER - Emergency Response
Risk Barriers

L5 Lifesaving systems -

* Permit recipient is approved
to work; permit is issued 3K
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Confirm Barrier Condition

e Review the Barrier Condition based on work area

e ePAS will use the location information to match the CRV
status

* The time is considered to review SIMOPS and MOPO clashes
* Using the selected Equipment

* Simulate the equipment degrading based on the permit
workflow (Example — bypass)

e Check Bow Ties for the area validating the equipment forms
part of a safe-guard. If degrading the equipment increases a
threat or consequence report back to the user

e Check if the equipment is used on a risk assessment control
mitigation

e Check the existing status of the equipment

= m [CONFIG20 | Internal Demo - NA]

Global

Prometheus Group Locations
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Demonstration




I ePas and Barrier Management

 Companies that use Barrier Management:

Lower likelihood of MAH events occurring
Align to international standards (IOGP)

Use facts to decide prioritization changes, targeting work on
equipment that keeps the operator safe

Broaden communication on operational risks so all personnel
are aware of the condition of the facility

Promote and foster a culture of safe operations and inclusion —
everyone has a part to play in safety

Measurable success in barrier condition over time

» Safer operations improve production
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HIRA

dah Relationships

Documents

9 Initial Atmospheric Testing

Risk Barriers

D S
APPROVALS

Risk Barrier Summary

SI - Structural Integrity
PC - Process Containment
IC - Ignition Control

DS - Detection Systems
P5 - Protection Systems
5D - Shutdown Systemns
ER - Emergency Response

LS - Lifesaving Systems

L
READY FOR ISSUE

ISSUED

L
COMPLETE CLOSED

**Warning** Degrading CP_B_E2 will effect Bow Tie Gas Leak, Threat Over Pressure, Barrier Relief Systems.

Process Containment

PS Details TMS-23-00001

CORROSION

PEAR RA-BHF Details TMS-24-00121
PC004 Human factors - Process containment
PEAR RD-B

The SCE score is Green

The number of Corrective records is 5
The number of HF Count records is 3
The number of HF records is 1

The number of INHIBITS records is 3

Ignition Contral

PS5 Details TM5-24-00081
[CO02 - test for checklist
PEAR RD-B

Detection Systems

PS Details TM5-24-00102

FLOW RATE SENSOR 1 malfunction

PEAR RE-B

The SCE score is Green

The number of Corrective records is 8

The number of Preventative records is 1

The number of HF Count records is 2

The number of P2ZW Pending records is AMBER
The number of INHIBITS records is 5

Protection Systems

PS5 Details TM5-24-00402

RP-415 Risk Assessment #2 for active impairment
PEAR RC-B

The SCE score is Green

Shutdown Systems

The SCE score is Green

The number of Corrective records is 4
The number of Preventative records is 2
The number of INHIBITS records is 1

Emergency Response
HF Details TM5-24-00081

35
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Thank You!

Questions?



PROMETHEUS GROUPl
12TH ANNUAL

EUROPE

Michael Mostert - Developer & EHS Functional Consultant
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